Antivirus software exclusion settings

Antivirus software like Kaspersky may delete some files in the UM Viewer software,
such as the fource-stack executable file. This will prevent the use of EDOF. Therefore,
if you encounter this issue, please follow the steps in the compressed file to add the
folder to the “exclusion list”.
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File or folder Object File hash code Protection components Comment
@ Disual Studio ProjectiNew HEUR:Trojan.Win32.Generic A Scan, File Anti-Virus, Mail Anti-Vi...
@ Davisual Studio Project\New = : Scan, File Anti-Virus, Mail Anti-Vi...
@ D:PublicXvZTable\ - o Scan, File Anti-Virus, Mail Anti-Vi...
@ CiWindows\Temp\SppExtCo not-a-virus:RiskTool. Win6d HackK... * Scan, File Anti-Virus, Mail Anti-Vi...
@ cWindows\AutoKMS\Autoh not-a-virus:RiskTool.Win32.HackK... * Scan, File Anti-Virus, Mail Anti-Vi...
@ C\Windows\System32\KMSS not-a-virus:RiskTool.Win32.HackK... * Scan, File Anti-Virus, Mail Anti-Vi...
@D CaWindows\System32\KMSS not-a-virus:HEUR:RiskTool. Win32 * Scan, File Anti-Virus, Mail Anti-Vi...
@D C\Windows\System32\KMSS not-a-virus:UDS:RiskTool Win32.... = Scan, File Anti-Virus, Mail Anti-Vi...
0 C\Program Files\KMSpico\Al HackTool MSIL KMSAuto.dn ” Scan, File Anti-Virus, Mail Anti-Vi...
@ C\Program Files\KMSpica\Se HackTool. MSILKMSAuto.dp . Scan, File Anti-Virus, Mail Anti-Vi...
@ CiProgram Files\KMSpico\se HackTool. MSILKMSAuto.dp % Scan, File Anti-Virus, Mail Anti-Vi...
@D C\Program Files\KMSpica\Se HackTool. MSILKMSAuto.dp * Scan, File Anti-Virus, Mail Anti-Vi...
@D C\Program Files\KMSpica\As UDS:HackTool. MSILKMSAuto.a = Scan, File Anti-Virus, Mail Anti-Vi...
@D D:Visual Studio ProjectForn VHO:Backdoor.MSILGeneric * Scan, File Anti-Virus, Mail Anti-Vi...
) D\Vicual Shurdio Broisct\Enm VHO-Rackdnnre MSIL Ganeric * Gean Fila Anti-Viee Mail Anti-Vi

Cancel
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¢ Add new exclusion O select file or folder to excluds from scannin - 0 x
9
A file or folder will not be scanned if the following conditicns are met:
Select file or folder to exclude from ®
File or folder .
scanning
| Browse...
Name or name mask of file or folder. > Kaspersky Lab
Object > LightingService |
| ‘ > || LIVECAPSERVICE
Object name or name mask according to the Virus Encyclopedia (for example, EICAR-Test-File). | | > MicroLinks Technology
File hash code t2 Microsoft
| ‘ | Calculate > Microsoft Analysis Services
If the file hash is specified, the edited file is not added to exclusions, > Microsoft DirectX SDK (June 2010}
Protection components t Microsoft Office
O All components > Microsoft SDKs.
@ Selected only ~ A R Yy
D Seant | C:\Program Files (x86)\MicroLinks Technology |
D File Anti-Virus ° Include subfolders
Mail Anti-Virus ——
2 =
() Web Anti-Virus h

D Application Control and Firewall
() System Watcher

(") AMSI Protection

Comment:
‘ Cancel
TF Threats and Exclusions settings - O

¢ Add new exclusion

A file or folder will not be scanned if the following conditions are met:

File or folder

‘ C\Program Files (x86)\MicroLinks Tect | ‘ Browse...

Name or name mask of file or folder.

Object

Object name or name mask according to the Virus Encyclopedia (for example, EICAR-Test-File).

File hash code

‘ | ‘ Calculate

If the file hash is specified, the edited file is not added to exclusions.

| @ All components |

O Selected only

Comment:

Add | | Cancel
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Exclusions

+ Add & Edit

X Delete
File or folder

@D CiProgram Files\KMSpico\Se
@D CiProgram Files\KMSpico\Ar
@D D:visual Studio Project\Forn
@D D:isual Studio Project\Forn
@0 DaThpd6atitpded.exe
@ DaTHpd6atitpded.exe
@D CiProgram Files\Tipd64\tHy
(D CAProgram Files\Tipd64\tf
@D CiProgram Files\Tipd64\tHg
O DnEEEEEEHTpdsd~
@ DiEEESSEsTipdsd~
O DrEmBEEEHTpded~
O ooy

@D CiProgram Files (x86)\Micro

[+ Import [ Export

Object File hash code
HackTool MSILKMSAuto.dp E
UDS:HackTool. MSILKMSAuto.a %
VHO:Backdoor.MSILGeneric E:
VHO:Backdoor.MSILGeneric o

not-a-virus:5erver-FTP.Win32.5F... &

not-a-virus:VHO:Server-FTP.Win3... *

not-a-virus:5erver-FTP.Win32.5F... *

not-a-virus:\VHO:Server-FTP.Win3... *

not-a-virus\VHO:Server-FTP.Win3... *

not-a-virus:UDS:Server-FTP.Win3... *

not-a-virus:5erver-FTP.Win32.5F... E

not-a-virus:VHO:Server-FTP.Win3... *
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General

Threats and Exclusions

Protection components

Scan, File Anti-Virus, Mail Anti-Vi...

Scan, File Anti-Virus, Mail Anti-Vi...

Scan, File Anti-Virus, Mail Anti-Vi...

Scan, File Anti-Virus, Mail Anti-Vi...

All

All

All

All

All

All

All

All

All

All

Comment

Cancel
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For example, programs for remote control.
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You can add exclusions and trusted applications whose activity will not be

controlled.
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